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ABSTRACT Due to their inherent limitations, WSNs are especially &ifes

Denial of service (DoS) attacks can cause serious damagsdnice- to Denial of service (DoS) attacks[19]. In contrast to resetrich

constrained, wireless sensor networks (WSNs). This pager a Ir]et_w%rks Sl;J_Ch asthe Inter_nelt, aWSNis Ie_ss ;table,gworarmso
dresses an especially damaging form of DoS attack, callesSPD 'm'te. » Su ject to.op(.en wireless communication, an P €
(Path-based Denial of Service). In a PDoS attack, an adyersa physma[ r.'?‘ks of in-situ deployment. Thesg factors insesthe
overwhelms sensor nodes a long distance away by floodingti mul susceptibility of WSNs to DoS attacks. While an adversary ma

hop end-to-end communication path with either replayedkgtac resort to a Iocalizgd signal J'a”.“m"”g attack, a more effectorm
or injected spurious packets. This paper proposes a soluse of DoS attack against a WSN is to overwhelm nodes that are many

ing one-way hash chains to protect end-to-end communitaiio hops away by flooding packets, which will quickly exhaust the

WSNs against PDoS attacks. The proposed solution is lighhte limited enlt_argy,dcommunicagon bandwidth, memoré/, and CFPUhO
tolerates bursty packet losses, and can easily be implechént resource- imite SEnsor Noges. INSENS proposed one wdy has
modern WSNs. The paper reports on performance measured fromchalns (OHCs) to limit the ability of an attacker to flood te tn-
a prototype implementation tire sensor network [4]. During set up of the routing tabt®s{Cs
' limit broadcast flooding of control packets. After routirgples
. - : have been securely set up, data packets are confined to Igecure
Categones and SUbJeCt Descrlptors specified routes and thus cannot flood the entire WSN. However

K.6.5 [Computing Milieux]: Management of Computing and In-  after the data begins flowing, INSENS does not address how to

formation Systems-Security and Protection; 1.2.9 [Sensor$ limit an adversary from flooding replayed or spurious datngl
any routing path, which will overload all nodes along thehpiai-

General Terms wards a base station.

Security This paper focuses on defending against quath-based DoS or

PDoS attacks launched by flooding data packets along mayti-h
end-to-end routing paths.  This problem was important ehoug

Keywords to be addressed in several other papers [22, 26], thoughsinag

Security, Sensor Networks, Denial of Services Attacks given an explicit name. We will discuss these solutions imreno
detail in the related work section. For now, we observe tisa®

1. INTRODUCTION attacks are especially easy to launch, and are especidigtieé

at disabling large portions of a WSN with limited effort exyled
by the attacker. Figure 1 shows the nodes that would be affect
by a PDoS attack. First, nodes along the path will quicklydnee
exhausted. Second, nodes downstream from nodes along the ma
path will also be unable to communicate with the base statioa
to the tree-structured topology of a WSN. Thus, PDoS attaaks
disable a much wider region than simply a single path.

To defend against a PDoS attack, an intermediate node must be

ble to detect spurious packets or replayed packets, andéject

em. One way to detect spurious packets is to have the source
node establish a separate shared key with other sensor indities
communication path. The sender node then uses each keyao sep
rately generate authentication/integrity informationdach packet
to satisfy each node along the path. However, the highlyicestl
Permission to make digital or hard copies of all or part o twork for packet size in WSNs (e.g. 29 bytes for data in TinyOS packet)
personal or classroom use is granted without fee providatidbpies are makes it difficult to include such a large amount of verifioatin-
not made or distributed for profit or commercial advantage: that copies formation in a sender’s packet, e.g. an 8-byte messagertidhe
bear this notice and the full citation on the first page. Toyoierwise, to tion code (MAC)[15] for each node in the path. In additioristh
:)iﬁumbi:ir:)’r:%ﬁglsérog fseirlvers ortoredistribute to listunes prior specific imposes an onerous purden on the sender, who mus.t .kr)ow a prior
SASN' 05, November 7, 2005, Alexandria, Virginia, USA. each node in the path in order to send the relevant verifitaiior-

Copyright 2005 ACM 1-59593-227-5/05/0011$5.00.

Wireless sensor networks (WSNSs) offer the promise of exgiti
new technological developments. Applications of WSNs arew
ranging, including environmental monitoring, smart spaadaili-
tary deployments, medical systems and robotic exploration

To conserve energy and network bandwidth, large sensor net-
works are often organized hierarchically, consisting ofmber nodes,
aggregator nodes, and a base station, as shown in Figurerti: Me
ber nodes send their sensed data to an aggregator node gAtigre
nodes process and summarize the data from member nodes, an
send the aggregated result to a base station via a multieimolsto-
end communication path.



\ B (base station)

Figure 1: A PDoS Attack in End-to-End Communication in
WSNSs.

mation. Alternatively, a sender could use a single “pathy #et
is shared with each node along the path, thus requiring améy o
MAC for each packet. This approach is vulnerable to compsemi
of any of the sensor nodes along a path, because the attaitker w
then have the path key and be able to flood legitimate packeig a
the path in a PDoS attack. One way to detect replay of duplicat
packets is to have each intermediate node store a histohypafck-
ets they have forwarded. However, both memory and computati
limitations of a sensor node make this solution infeasible.
Another possible PDoS defense is to limit the number of packe
an intermediate node can forward per second, namely rateoton
However, given the asymmetric nature of WSNs, nodes atrdifte
locations need to forward different numbers of packets peoisd.
For example, nodes near a base station will typically neddrto

and WSNs [15, 3, 25, 4], our unique approach is to apply OHCs
to protectunicast paths from easily launched DOS attacks. Third,
Sections 4 and 5 describe novel and robust mechanismai tbain
OHCs given high WSN packet loss rates[23], irregular spatiiz-

less ranges[24], and frequently time varying transmissanmges
[18]. These mechanisms include bootstrapping an OHC in-inte
mediate nodes, refreshing an OHC after a loss of a burst &Efac
and adapting to path changes. Finally, the proposed OHG solu
tion has been implemented and quantitatively evaluatedaaenm
sensor nodes in terms of its storage and generation costgnde
strating the feasibility of our solution in Section 6.

2. RELATED WORK

Denial of service attacks in WSNSs are a critical securityéss
Different types of DoS attacks in different layers of a semnsst-
work protocol stack are discussed in [19], and some courarm
sures to defend against them are proposed. Security pretém
different sensor network routing protocols are analyzetiraech-
anisms to enhance the security of sensor network routingrare
posed in [10].

A. Perriget. al proposed the@ TESLA protocol to securely broad-
cast messages in a WSN [15]. This protocol uses an OHC number
as the key to generate a message authentication dddeX) of a
broadcast message. A different OHC number is allocatedéafch e
time slot, and this number is used to generate MACs for thkqiac
sent in that time slot. To tolerate packet los3eBESLA has been
extended by introducing multi-level one-way hash chairy.[A
higher-level OHC is used to bootstrap low-level OHCs. Wepado
the idea of using a higher-level OHC to maintain low-level ©H
in our solution to tolerate a sequence of packet losses. WHmwe
we use a different mechanism to maintain low-level OHCs and o
OHC maintenance scheme doesn't require time synchrooizati

Y. Hu et. al proposed a secure on-demand routing protocol for
ad hoc networks [6], in which an OHC is used to thwart mali-
cious routing request floods. When an initiator node brostdca

ward more packets per second than the nodes far from the basea ROUTE REQUEST message, it attaches an OHC number on the

station. Furthermore, different types of sensor nodes tidferent
packet sending rate requirements, e.g. aggregator nogeging
different types of events, nodes undergoing dynamic reprog
ming, etc. In addition, when a routing path changes, thecatérol
setting for some nodes need to be updated. Security, efficiand
scalability issues suggest that a rate control solutiomistnivial.

In this paper, we propose a lightweight secure mechanisra-to d
fend against PDoS attacks on intermediate nodes in a muyti-h
end-to-end data path in WSNs. This mechanism configures-a one
way hash chain in each node along a path, enabling each eterm
diate node to detect a PDoS attack, and prevent the propagati
of spurious or replayed packets. In this mechanism, evecigia

message. Other nodes can check the authenticity of the tpagke
verifying the OHC number. OHCs were used in INSENS to limit
broadcast floods for control routing updates in WSNSs [4]. dn-c

trast, our approach employs OHCs to defend against DoSkattac
onunicast messages that follow a path. Problems unique to unicast
messages must be addressed, e.g. maintaining OHCs when many
packets are lost, and how to generate and store OHCs in a/highl
resource-constrained sensor node.

Recently, en-route filtering schemes have been proposed-for
termediate nodes to filter false data generated by malicggse-
gator nodes as well as intruders engaged in what we havederme
PDoS attacks [22][26]. The basic idea is that the interntedia

sent by an end point includes a new one-way hash chain number.nodes share some keys with the member nodes in a sensor node

An intermediate node forwards a packet only if the includediCO
number is verified to be new. This OHC-based solution is more
resilient to compromise than the approach of sharing aeipgth
key since an adversary given the current and earlier OHQsotan
generate a legitimate next OHC number, and therefore célooot
the path with bogus packets or replayed packets. This OHEeba
solution also requires minimal storage.

This paper makes four contributions. First, this sectioenid
tified an important path-based DoS attack that is relatiezgy
to launch and can severely impact both computation and cemmu

group or cluster. Member nodes generate MACs for the reghorte
data using the shared keys. Intermediate nodes can vegifyfCs
before forwarding packets. In the SEF scheme proposed g Ye
al., the Bloom filter is used to reduce the size of MACs and ensure
their security. The intermediate nodes and member nodesanse
domly pre-distributed keys to generate and verify MACs. His t
scheme, itis highly likely that the false data will be drogjiy one

of the intermediate nodes and won't reach the base statiom- H
ever, there are several problems with the SEF scheme. BIES,
uses a probabilistic approach. It cannot guarantee thay speiri-

nication in a WSN. Second, Section 3 proposes an efficient and ous packet will be filtered out on the path. In addition, staally,

lightweight mechanism based on OHCs to defend a sensor retwo

a spurious packet will be forwarded for a certain number afaso

against PDoS attacks. While OHCs have been used to solve se-before it is filtered out. Second, the message overhead ofiSEF

curity problems in the Internet [14], wireless ad hoc netsdi6]

still large. The size of the Bloom filter is 14 bytes long, whis



about half of data payload of a TinyOS packet.

In the interleaved key scheme proposed by &tal. [26], mem-
ber nodes and intermediate nodes set up interleaved ke nasi-
domly pre-distributed keys. These interleaved keys andHbysp
hop authentication ensure that the base station will dergctalse
packets when no more than a certain numbgof nodes are com-
promised. The problem of the interleaved key scheme is tieaet
is no efficient mechanism to authenticate two nodes to edur ot
through multiple hops. In addition, the communication &nead of
the pairwise key establishment for multihop nodes is laagé, the
process is slow.

In contrast to SEF and interleaved keys, our PDoS solution fil
ters out bogus packets immediately, wherever they aretagec
Unlike [22], our mechanism is deterministic and guarantbes
that the bogus packets will be filtered out with only a smalésage
overhead. Unlike [22][26], our mechanism is easy to boafstis
lightweight and flexible in the face of routing path changey] is
extensible enough to protect general forms of unicast comicau
tion against PDoS attacks, e.g. reliable end-to-end corfoation
between a base station and a sensor node.

Some fault tolerance routing mechanisms can make it harder o
the attacker to deny service to the WSN. For instance, in kdiat-
ing [18], a node has multiple parent nodes, and it selectparent
node to forward its data based on the connectivity qualitwben
itself and the parent node. So if the one parent node is o\eméd
by a PDoS attack, the node can select another parent nodedo se
its data. However, the PDoS attack can still be launchednatai
Mint routing; the only added requirement is that the attagias-
sess more energy, i.e. it will simply take longer for the cltéa to
exhaust the network. The nodes on the attacked path wilbstil
overwhelmed by a PDoS attack. Even worse, nodes along altern
tive paths will also eventually be overwhelmed.

3. ALIGHTWEIGHT DEFENSE AGAINST
PATH-BASED DOS ATTACKS

3.1 Assumptions
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Figure 2: Defending Against PDoS Attacks with a One-way
Hash Chain.

an adversary may launch [3][20], or more exotic attacks tding
schemes, such as the rushing attack or wormhole attack [10].

3.2 Basic Scheme Using One-Way Hash Chains

A one-way hash chain is employed as an efficient and simple
solution on resource-constrained sensor nodes for mitig&OS
attacks along paths. A one-way hash chain [11] is a sequeince o
numbers generated by a one-way functiorthat has the property
that for a givene it is easy to computg = F'(x). However, given
F andy, it is computationally infeasible to determing such that
z = F~(y). An OHC is a sequence of numbefs,, K,—1,.. .,

Ko, such thatvi : 0 < i < n, K; = F(K;+1). To generate
an OHC, we first select a random numbéf,, as the seed, and
successively apply functioff on K,,, to generate other numbers in
the sequence.

We assume that there is an end-to-end data communication be- To defend against a PDoS attack, each source bftaostly

tween a sensor nodg and a base statioB. The path betwees
and B has already been securely set up 8s— n; — n2 —

.. i — B, wheren; ... n,,, are the intermediate nodes. and

B share a secret key that they use to protect the confidentialit
integrity and authenticity of the data exchanged.

An adversary can eavesdrop, modify, or block any packetsira
mitted along the path fror§ to B. She can also inject any number
of spurious packets along this path. If the adversary comfzes
an intermediate nodey, she can determine all keys storednip,
and control every packet passed through To launch a PDoS
attack, an adversary can inject bogus packets, compromise a
termediate node, or compromise a source n®din general, DoS

attacks would be easy to defend if we knew where the adversarywhetherVs = F(F...(F(HS;))).

launched an attack. When an adversary launches a DoS atback f
a fixed sendef, a base station can use its shared key withr the
OHC to identify misbehavior from a malicious, and inform in-
termediate nodes not to forward any more packetsfdiowever,
replay PDoS attacks can be initiated from anywhere alongla pa
As a result, in this paper, we focus on intermediate nodesitside
sources capable of launching PDoS attacks.

Our goal here is to address only PDoS-style attacks. Vedfyi
whether the content of an aggregation result is correct yerut
the scope of this paper, and has been addressed elsewhe/§16
also do not focus on localized jamming or blocking attaclat th

S is an aggregator node) maintains a unique one-way hash chain
HS:< HS,,HSn-1,...,HS1, HSy >. WhenS sends a packet
to the base station through multiple hops, it include®dinC' se-
quence number from H S in the packet: it attached S, in the first
packet,H S- in the second packet, and so on. To validat©ahC'
number, each intermediate node, ..., n,, maintains a verifier
Vs for nodeS. Initially, Vs is set toHSy. WhenS sends itsith
packet, it includesH S; with the packet. When an intermediate
nodeny, receives this packet, it verifiesWs = F(H S;). If so,ny
validates the packet, forwards it to the next intermediatgen and
setsVs to H.S;. In generaln, can choose to apply the verification
test iteratively up to a fixed numbaer times, checking at each step
If the packet is not validated
after the verification process has been performeatnes,n; sim-
ply drops the packet. Figure 2 demonstrates this mechanis.
reason for performing the verification process more tharm @t
tolerate packet losses. In particular, by performing thification
processw times, up to a sequence af packet losses can be toler-
ated, where the value af depends on the average packet loss rate
of the network.

This OHC-based scheme brings several advantages. Fash-it
strains PDoS attacks from an adversary, since an adversanpt
generate the next vali®@HC number, while replayed ol HC
numbers will be dropped. Second, the memory and computdtion



costs of OHC execution are quite lightweight, as we will show
Third, this scheme tolerates packet losses. Fourth, ouoapp
does not require tight time synchronization, unlike SER [22n-
terleaved keys [26]. A source node can send its message tiray
without needing to be tightly synchronized with any intediage
node.

One possible attack in this scheme is that a malicious node ca
listen to and block all packets sent from the source node,imnd
addition, collect all theD HC numbers included in these packets.

whereK; is the number in the key chain number corresponding to
time slott;. The packet format is:

bsp : B|S|HSo|MACKk, (B|S|HSo)

In the time slott;, B sendsbsp t0 n.,. n., recordsH Sy, and
forwards the packet ta,,—1; nm—1 recordsH Sy, and forwards
the packet ton,,—2; and so on, until the packet reachfs To
authenticateH Sy, B releases the key; in time slot¢;14. On
receiving this key, an intermediate node can verify thegritg and

These accumulated numbers can be used to generate a flash floogource authentication df So.

against subsequent intermediate nodes by sending a bugstiof
ous packets in a very short period of time. Since, the sulesgqu
intermediate nodes have not seen thed&C numbers, they will
validate the corresponding packets and forward them. Hewyev
such an attack is limited in two respects. First, the advenadll
have to wait for a relatively long period of time to collectaade
number of validOH C numbers that it is blocking. Second, the
adversary can send only as many packets as the numlieHaf
numbers it has collected, i.e. such an attack can be sudtéone
only a short period of time.

If the packets sent by a source node arrive out of order, e.g. a

source node sends packstfirst andp. second, and somehow an
intermediate node; getsp2 before gety:, thenn; will drop p:
sincen; will think that p, has an oldD HC number. Although out-
of-order arrival is common in Internet routing, since paskieom

the same source to the same destination may be routed throug

different paths, we argue that this is not a large problerneirser
networks because standard routing paths between a soudee no
and destination node are typically unique. In additionheaade
will forward packets based on a FIFO (first in, first out) pplidve

will discuss the effect of changes in the routing topologgia

4. BOOTSTRAPPING THE INITIAL ONE-
WAY HASH CHAIN NUMBER

Our solution requires that every intermediate node be cordit
with the initial OH C number {/s = HS,) before communication
can begin. One advantage of tligH C' scheme is that we only
need to protect authenticity, not confidentiality, of thiiah OH C
number. To bootstrap the initi@d HC number, the base station
can apply either a public key scheme [13], op8ESLA secure
broadcast mechanism[15].

As mentioned in section 3, the path between the base stationperiodically jamming bootstrap messages.

B and the sensor nodg is assumed to have been already set up
as: B — npm — Nm-1 — ... — n1 — S. In our public key
scheme, the base station possesses a privatéd’kéy and every
node has the corresponding public kBy<,,. To bootstrapH So,

the base station sends a message contaififg and a signature

of HSy signed withP K ; to the nodes:; to n,,,, andsS in the path.
When a node, receives this message, it can UB&), to verify

the authenticity of{ Sy, and forwards the message to the next node
ni—1 If the verification is a success. Malahal implemented an
elliptic curve public key scheme on Berkeley motes [13]. iThe
experiment showed that the encryption/decryption procest 30

to 40 seconds. Compared to th€ESLA option described below,
the public key approach is slow. As a result, we employ puteics
only during bootstrapping, and not during per packet vexiian.
Public key bootstrapping of OHCs has the advantage oV&SLA
that loose time synchronization is not required.

To apply theuTESLA protocol, all nodes in the network are
loosely time synchronized. When base stati®bootstraps a one-
way hash chainp generates a packet containifSo, the ID of
the destination nod&, and a MAC for the packet using key;,

Notice that thebsp message doesn't flood to the whole network,
which saves data bandwidth, and won't bring any attacksnagai
the network even if the nodes on the other side of the netwank d
receiveK; att;1 4. Since the messages that afedACed by K; are
supposed to be sent out at time slpan adversary cannot launch
any attacks withK’; when he getd<; att;4[15].

5. ONE-WAY HASH CHAIN MAINTENANCE

5.1 Refreshing a Brokenosc

An intermediate node performs the verification process up to
times. This allows the node to tolerate a sequence of upgacket
losses. However, if a sequence of more thapackets are lost, an
intermediate node will be unable to recover, i.e. won't ble db
validate any later packets and will simply drop them. We ttall
rbroblem a brokerOHC' problem. An adversary can exploit this
limitation by jamming the communication medium around an in
termediate node for a sufficient time period that will regultnore
thanw packet losses. In this way, an adversary can block the com-
munication between a source nafl@nd a base statioB by only
launching jamming attacks for a short time.

Simply increasing the value ab can help intermediate nodes
tolerate more packet losses, but cannot defend against\em-ad
sary’s jamming attack. To address the brokeH C' problem, we
periodically bootstrap a ne HC number (theOHC number

most recently sent by the source node) in the intermediaesio
This way, even if a sequence of more tharpackets are lost, in-
termediate nodes can set up a new valuéfeusing this periodic
bootstrapping mechanism, and validate subsequent packsta
result, if an adversary wants to attack this enhanced scleme
block communication betweefi and B, she is forced to repeat-
edly launch jamming attacks by either jamming all packetbyor
She cannot [dthck
future communication by simply jamming for a short duration

There are two problems in bootstrapping a e C number
that we need to address. First, how can intermediate nodiesrau
ticate the newDO HC number? Second, if an adversary intercepts
the newO HC number, how do we stop the adversary from flood-
ing spurious packets to upstream intermediate nodes thvanha
received the newD HC number? For example, suppose the last
OHC number that an intermediate nodg received isH S;, and
the most recen© HC' number thatS has sent out i§7S;, where
Jj —1 > w. Supposer S;1 is being bootstrapped using the peri-
odic bootstrapping mechanism. If an adversary intercefpfs, 1,
she can generatet 1 — i spurious packets containing valigld C'
numbers {dS;t1, ..., HS;+1), and send them in a flash flood to
ng. ng Will validate theseO HC' number and forward the corre-
sponding spurious packets to the next node.

To address the first problem, a second one-way hash chain is in
troduced, called theontrol one-way hash chain (denoted ®y7 C),
to authenticate the newly bootstrapp@d C number. OHC¢ is
only used for periodically bootstrapping a new one-way haetin
number for data transmission. In this subsection, the OH@ &
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Figure 3: Refreshing a BrokenO HC Number.

data communication is denoted BYH C'p, to differentiate it from
OHCc. To address the second problem, the @i Cp number
is bootstrapped first in nodes closer to the base statiortheenew
OHCp number is bootstrapped in nodg before node:;, where
k > j. This way, if noden; is compromised, it cannot use the

® ™)

(a) Adversary m; can launch PDoS along path a; to ny and m; can launch PDoS attach
along path a, to ng. m, cannot launch PDoS attack to a, since b, will drop its packets.

(0 ()

(b) Adversary m; can launch PDoS attack along a long path from a; to ns.

@
&)

%)

Figure 4: Routing path repair. Nodesn, ns, ..., ne are old
nodes that already have anOHC number, and nodesas, a2,
.., as are new nodes in the path that don’t have anOHC
number.

andH S, included in this message and compares it with the hashed
value of H'S,, received earlier in messageB. If there is a match,

the intermediate node assigHsS,, to Vs and forwards the message
to the next node. Whefl receivesB_S message, it knows that ev-
ery intermediate node has receivA®,,, so it can use{ S, 41 for

the next packet.

newOH ¢’ number to generate spurious packets and forward them  Thjs refresh mechanism is resilient to a variety of attaéksst,

to nodesng.y1, nk+2, €tc. This is because nodeg.y1, nk+2, .-
would have already received the néWH C' number, and so drop
the spurious packets.

the use of the control hash chaify prevents nodes from flooding
forged RQST and RAC K messages to intermediate nodes. Sec-
ond, the sequence of disclosure means that a ngdearnsH S,

Our solution to refresh a broken one-way hash chain combines peforen; if & > j, i.e. if ny, is closer toB. However,n; cannot

these two mechanisms as follows. The source rfdad base sta-
tion B share a second one-way hash cl@iCc :< Cp,, Cr—1, . - -
All intermediate nodes are bootstrapped with the initiainber
of OHC¢, i.e. Cy, using the mechanism described in Section
4. As shown in Figure 3, a roundtrip exchange is employed con-
sisting of two messages, a RQSLB and an RACKB_S, to
bootstrap a newD HC'p numberH S,, in the intermediate nodes.
The first messageS(B) sent by S to B contains a hash value
of HS, (MACc,,,(HS.)), index of HS, in OHCp (u), the
next newOHC¢ number (;), and an encrypted form aoff S,
(Exzg(HSW)). The hash value is computed usiig 1, which

is the next newO HC - number afterC;, and encryption is done
using a secret keyX s shared betweef and B. C; is included

to loosely authenticate the source of the message. The fofraa
S_B message is as follows:

RQSTS_B : S|B|Ex s (HS,)|u|Cs|MACG, , , (HS.)

When an intermediate node receives this message, it aiithent
cates the source by verifyin@; as the next©O HC¢c number, given
that C;_, or earlier was received in a previods.S message. If
authenticated, this node saves the MAC verificationHd,,, and
forwards the message to the next node. WBarceives this mes-
sage, it first authenticates the source. If authenticatatbdrypts
Ex,(Hu) and obtains the neHCp numberHS,,. At this

use this knowledge to launch a PDoS attackgmsince traffic goes

» Cohrgm n; to ny,.

5.2 Resilience To Path Changes

Due to irregularity of radio coverage [24] and frequent demn
in the data transmission range [18], the end-to-end roytaits
in WSNSs can change during an end-to-end communication.¥or e
ample, by monitoring routing information broadcast by gymbor
nodes, a node, may detect that it cannot reaeh ;- ;, but that it
can reach - via another node;. When a routing path changes,
new nodes joining the path will need to securely receiveQlieC
number and initialize their verifiers.

One approach to deal with a path change is to employ the boot-
strap protocol every time the path changes. However, ththode
is costly. In addition, it exposes the protocol to new DO&GkKS:
an adversary can simply jam one node on the path, causing the
path to change. This forces the base station to re-bootatragw
OHC for all nodes on the path. An adversary can repeatedly jam
along the path, forcing the base station to repeatedly ostbap.
To defend against this DOS attack, we propose two mechanisms
that both reduce the frequency of bootstrapping.

5.2.1 oHc Proactive Bootstrapping
The high redundancy of WSNs enables most sensor nodes to find

point, B knows that every intermediate node have already received another node near the failed node, e.g. the failed nodeghnei

the M ACedHS,,.

The next stage in Figure 3(b) consist&®feleasing the plaintext
of HS, to each node along the path via &ACK. B sends a
messageR_S) to S that has the following format:

RACKB_S : B|S|Cis1|HS.

When an intermediate node receives this message, it fits¢atik
cates the source by verifying th@t; is the next newD HC num-
ber inOHCc. It then computes\/ ACc,, , (HS.) using Ci11

bor or even nodes two to three hops away, to repair a path [18].
If nodes near the path can be bootstrapped and refreshedhsith
OHC, then re-bootstrapping tie H C can be postponed and need
not occur every time the path is changed. When base st&tion
and nodes along the designated pattto n.,, bootstrap the initial
OHC number, their neighbor nodes can receive these messages
and receive the authenticated initiaH C number. Similarly, these
nodes can also receive the refresiied C' number. These nodes
can be chosen for a new path, and will be able to authentieaté”
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Figure 5: Memory Consumption in One-way Hash Chain Generation.

numbers from the source node without re-bootstrappings fEuh-
nigue can be generalized to proactively bootstrap neighthait are

up to K hops from the designated, though we omit the description
due to lack of space.

To successfully launch a DOS attack against proactive trapts
ping, an adversary has to destroy many more nodes, and hais-to ¢
tinually move from one place to another place and destroysod
This significantly increases the cost of the attack. = Theipubl
key and/orp TESLA provide further protection against saving the
wrong initial O HC number.

5.2.2 Lazy oHC Bootstrapping

One observation is that modest changes in the path do nateequ
immediate bootstrapping. When only one new node is added in
the path, theD HC' need not be bootstrapped in the new node(s)
immediately. This is because the extent of a PDoS attackbwill
limited to only the new node(s). Other nodes that hivealready
set up can still verify packets and hence are still resiliestopping
PDosS attacks.

As shown in Figure 4 (a), when new nodes (a2 andas) that
have just joined the path are sparsely distributed, an admwecan
flood only some of these nodes;(andaz), but cannot flood the
other nodes (e.gn4) that are separated by old nodes. However,
if several new nodes form a long path, as shown in Figure 4(b),
PDoS attack can cause more damage. To avoid the situatiare whe
a long path of new nodes exists, the bootstrapping procesbea
performed periodically, or when the base station finds tieahtim-
ber of new nodes in the path exceeds some threshold, or when th
length of a path formed by the new nodes exceeds some thdeshol

6. EVALUATION

To evaluate the feasibility of our mechanism in current WSN
platforms, we need to measure the resource consumptiorefor g
erating, storing, and verifying one-way hash chains in ues®

T :
16 S —

14

12

Time (ms)
X

o Max Time ---%---
L ‘ ‘Tesl Average Time X,

N1 2719 2720 2721
Size of One-way Hash Chain

nNO N A O @
T
I

Figure 6: Time Consumption in One-way Hash Chain Generation.

19.2 Kbps. We adopt the method of generating OHCs by a block
cipher encryption algorithm [3]. To measure the resourcgiire-
ments of the OHC verification function, we adopted the immgam
tation of skipjack in TinySEC [9].

We measured the time for on@H C' verification operation to
be 1.49 millisecond. Considering the slow speed of wirdiegs
(19.2 kbps), this verification time of 1.49 ms is quite readua.
This shows that the proposed mechanism for preventing PBoS a
tacks is a viable mechanism that can easily be supportedrbgntu
sensor nodes such as motes.

If 8 byte OHC numbers are used, an intermediate node needs to
store only 16 bytes for each transmission link. For nodesdtea
on many paths, we store the OHC numbers in flash memory, which
has 128 KB, and cache frequently used OHCs in SRAM, of size 4
KB. According to Daiet.al[2], reading/writing a page costs only
< 250us/14ms.  We think that 14ms is short enough for a node
to write data to flash during its non-1/O cycle. If a node has to
receive/send a packet every tens of milliseconds, it witlaasst its
battery in a few days.

Since a singleD HC number is included in each packet, with-
out counting setup overhead, the message overhead is 8f®rtes
packet. This is less that the 14-byte per packet overhedte@EF
protocol[22]. As suggested in [9], we can use 4 bytes of MAC fo
end-to-end security. So the total security overhead is 1@sb\o-
tice that end-to-end security overhead may still be regufise SEF,
since the Bloom filter only provides probabilistic securotec-
tion. node.

6.2 One-way Hash Chain Generation ona Source
Node

The method of generating and storing a long OHC in a sen-
sor node is not straight forward. Naive algorithms requitbez
too much memory to store every OHC number, or too much time
to compute the next OHC number. None of these algorithms are

constrained sensor nodes. To do this, we implemented an OHCpractical on resource-constrained sensor nodes. Recenitie ef-

generation and verification algorithm on Berkeley motes M2C
Furthermore, to evaluate the practicality of our mechanisisim-
portant to understand its performance overhead, whicteigttra
delay introduced in communication. To do this, we simulaiad
solution in a multi-hop network. The overhead of bootstiagps
one message passed from base station B to node S in the peplic k
approach, and two messages passed from B to S ipTiESLA
approach. The OHC refresh also consists of two messagesdhass

6.1 One-way Hash Chain Verification

The Berkeley MICA2 mote has a 7.3MHz processor with 128
KB flash memory, 4.0 KB RAM, and a Chipcon CC1000 radio at

ficient OHC generation algorithms for resource-constigipkt-
forms have been proposed [7][1][17]. After a comparisonhefit
performance, we implemented the fractal graph travergakihm
[1] on Berkeley motes. This algorithm stores only some ofithe
termediate numbers, called pebbles, of an OHC, and usestthem
compute other numbers. If the size of an OHG.ifthere are to-
tal n numbers in this OHC), the algorithm performs approximately
élog2 n one-way function operations to compute the next OHC
number, and requires a little more thiag, » units of memory to
save pebbles.

Another important factor is the length of an OHC that is nelede
for a source node. The typical length is betweeh to 222, If
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the length of an OHC i8%? and a node uses one OHC number per
second, it will take more than a month to exhaust all numbers f
this chain. Figure 5 shows the storage requirements fomstor
pebbles for different lengths of an OHC. This includes ajskigp-
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scheme was used, we experimented with different packetdoss
ranging from 0 to 0.3 at each hop. Our scheme adds overhead
in data transmission by performing OHC generation at thecsou
node and OHC verification at the intermediate nodes. We chose
1 xlog, 2** x 1.5 = 16.5ms as the overhead &9 H C generation,

based one-way function and OHC generation based on [1]. &e se Which is almost the maximum time to generat® & C' number in
that a node needs about 930 bytes to maintain an OHC of lengtha 2** long OHC. The time needed for verification depends on the

222 This includes 256 bytes lookup table for skipjack, which ca
be shared with other applications.

packet loss rate. In the presence of packet loss, intertectiaes
need to apply the one-way functidn several times to validate a

Figure 6 shows the average time and maximum time required to received packet. We manually introduce packet loss ratesaoh
generate one OHC number. The average time was measured as thBop, ranging from 0 to 0.3. Note that the total end-to-encketc

total time for computing a complete OHC with the fractal &esal
algorithm, and then averaged for generating a single numher
analyzed in [7], the maximum time for generating an OHC numbe
is approximately equal té6 x 0.5 x log, n, wheren is the size
of the OHC, and’ is the time for performing a one-way function.
Here we chosé as 1.49m.s. When the size of the OHC i¥2, the
implementation shows that a Berkeley mote MICA2 requiresiab
10.3ms on average to generate an OHC, and about #6%n the
worst case. Considering that it takes about 40 terB0to send a
36-byte packet on motes, we believe that this computing faone
generating an OHC number is practical.

6.3 Simulation of Additional Overhead

In our solution, every data packet containgO& C' number,
which is 8 bytes of overhead compared with the no anti-PDOS at
tack solution. In addition, the re-setup@f C's with theu TESLA
protocol, and refreshing broken OHCs also costs extra eagth
We simulated the total data overhead. We simul&dédC set up
for from every 10 messages to eval§® messages, and we simu-
lated refreshing th€© HC for every 10 messages to evety 10°
messages. Figure 7 illustrates that when we perfOorfhC' setup
and refreshment very frequently, e.g, for every 10 messéapes
total data overhead is about 14 bytes per packet, which isatime
as the SEF algorithm. However, if we perform these operation
infrequently, e.g. set up HC every 10000 messages and refresh

loss rate is adversely affected by multi-hop transmissieor. ex-
ample, if each hop has a loss rate of 0.3, then @itht possibility

a packet won't reach the base station via a 10-hop path. H eac
hop has a loss rate of 0.05, a packet only has a probability7a0
reach the base station via a 7-hop path.

Figure 8 illustrates the overhead of our scheme for variaocet
loss rates. We see that when the packet loss rate is 0, ounsche
requires an additional 16s in a 1-hop path and about 30s in
a 10-hop path. If the packet loss rate is 0.05 and there ar@§ ho
from the source to the base station, our scheme adds onlyt abou
22 ms overhead (16ms fo© HC' generation and éms fap HC'
verification). We believe that this overhead is quite reabta for
current WSNSs.

7. DISCUSSION

Our OHC-based mechanism is applicable not just to unicast
paths, but also can be extended to counteract PDoS attaakshg
a reliable end-to-end connection and multipath routing iSNE.
A reliable protocol would be useful for sending commandsvene
dynamic code updates to a sensor node from a base statiop- A ty
ical reliable ARQ protocol will send and/or retransmit datal ac-
knowledgements. Such a protocol is highly susceptible tba3?
attack, since replaying data and/or duplicate acks is densil a
legitimate part of the protocol. PDoS attacks can be inbébif
the two end points share twdH C's, one for (re)transmitting data

OHC every 160 messages, the amortized overhead of our scheme&ackets in one direction and the other for (re)transmittickynack

will reduce to about 8 bytes per packet.

6.4 Simulation of Multi-hop Data Transmis-
sion Delay Overhead

Using the OHC generation and verification times, we simdlate
the data transmission overhead of our scheme. In this erpati

packets in the reverse direction. Every packet sent by cd@eint
contains a uniqué& H C number. Even if a packet is retransmitted,
the retransmitted version of the packet has a new distihgtC
number. This allows an intermediate node to distinguiskveen
a packet retransmitted by the source and a retransmittde e
played by an adversary, because the adversary cannot attatid

a sensor node sends data to a base station via a path whote leng O HC number in the replayed packet.

varies from 1 to 10 hops. Data transmission time of each hop is

randomly set between 3@.s and 40ms. We simulated this ex-

Multipath routing [8][5][21][3] improves the robustnessdareli-
ability of data communications in WSNs. Bootstrapping pexts

periment without our scheme and with our scheme. When our as before, except along multiple paths. If the multiple pathe



disjoint, maintenance @ H C'is similar to single path routing. An
intermediate node forwards a packet only once. In additififA,
ferent paths can use different OHCs. But in interleaved ipialt
paths, an intermediate node may receive the same packetiffom
ferent nodes, and may forward them more than once. In thés cas
every node only forwards a packet containing the s&hEC' num-

ber a limited number of times equal to the number of pathsetie
forestalling a PDoS attack.

8. CONCLUSION

In WSNss, an adversary can launch with little effort a patbdzh
denial of service (PDoS) attack that will have a severe vyicksd
effect on the WSN, disabling nodes on all branches downstiefa
the path, due to the tree-structured topology of WSNs. Bghper,
we have proposed a lightweight and efficient mechanism wusieg
way hash chains that allows intermediate nodes to defenidsiga
PDoS attacks by detecting replayed and spurious packethaVée
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