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Abstract

An ad hoc network is a collection of wirelesscomput-
ers (hodes),communicatingamongthemselvesver possi-
bly multihop paths,without the help of any infrastructue
sud asbasestationsor accesgoints. Althoughmanypre-
vious ad hoc network routing protocols have beenbased
in part on distancevectorappmades,they havegeneally
assumedh trusted ervironment. In this paper we design
and evaluatethe SecureEfficient Ad hoc Distancevector
routing protocol (SEAD),a secue ad hoc networkrouting

protocol basedon the designof the Destination-Sequenced

Distance-\éctorrouting protocol (DSDV). In order to sup-
port usewith nodesof limited CPU processingcapability,
and to guard against Denial-of-Service(DoS) attadks in
which an attader attemptdo causeothernodeso consume
excessnetworkbandwidthor processingime, we useeffi-
cient one-wayhashfunctionsand do not use asymmetric
cryptagraphic operationsin the protocol. SEADperforms
well over the range of scenarioswe tested,and is robust
againstmultipleuncoodinatedattaders creatingincorrect
routing statein any othernode evenin spiteof any active
attadkers or compomisednodesin the network.

1. Intr oduction

In amobilewirelessad hocnetwork, computergnodes)
in the network cooperateo forwardpacletsfor eachother,
dueto the limited wirelesstransmissiornrangeof eachin-
dividual node. The network routefrom somesendemode
to adestinationodemay requirea numberof intermediate
nodesto forward pacletsto createa “multihop” pathfrom
this sendetto this destination.Therole of the routing pro-
tocol in anad hoc network is to allow nodesto learnsuch
multihoppaths.Sincethenodesn thenetwork maymoveat
ary time, or mayevenmove continuouslyandsincesources
of wirelessinterferenceandwirelesstransmissiorpropaga-
tion conditionsmay changerequently therouting protocol
mustalsobeableto reactto thesechangesndto learnnew
routesto maintainconnectvity.

Ad hoc networks require no centralizedadministration
or fixed network infrastructuresuchasbasestationsor ac-
cesspoints,andcanbe quickly andinexpensvely setup as
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needed.They canthusbe usedin scenariosvhereno in-

frastructureexists, or wherethe existing infrastructuredoes
not meetapplicationrequirementdor reasonssuchas se-
curity, cost,or quality. Examplesof applicationdor adhoc
networksrangefrom military operation@ndemegeng dis-
asterrelief, to community networking andinteractionbe-
tweenattendeesit a meetingor studentduring a lecture.
In theseandotherapplicationsof ad hoc networking, secu-
rity in the routing protocolis necessaryn orderto guard
againstattackssuchasmaliciousrouting misdirection,but

relatively little previous work hasbeendonein securing
adhocnetwork routing protocols

Securead hoc network routing protocolsaredifficult to
design,dueto the generallyhighly dynamicnatureof an
ad hoc network and due to the needto operateefficiently
with limited resourcesjncluding network bandwidthand
the CPU processingcapacity memory and battery power
(enepgy) of eachindividual nodein the network. Existing
insecue ad hoc network routing protocolsare often highly
optimizedto spreachew routinginformationquickly ascon-
ditions change,requiring more rapid and often more fre-
guentrouting protocol interactionbetweennodesthan is
typical in atraditional(e.g.,wired andstationary)network.
Expensie and cumbersomesecurity mechanismsan de-
lay or preventsuchexchange®f routinginformation,lead-
ing to reducedrouting effectivenessandmay consumeex-
cessve network or noderesources)eadingto mary new
opportunitiesfor possibleDenial-of-Servicg DoS) attacks
throughtherouting protocol.

Routingprotocolsfor ad hoc networks generallycanbe
divided into two main categories: periodic protocolsand
on-demandprotocols. In a periodic (or proactie) routing
protocol, nodesperiodically exchangerouting information
with othernodesin an attemptto have eachnode always
know a currentroute to all destinationge.g.,[4, 5, 8, 10,
21, 28, 31]). In an on-demandor reactive) protocol, on
the other hand, nodesexchangerouting information only
whenneededwith a nodeattemptingto discoverarouteto
somedestinationonly whenit hasa paclet to sendto that
destination(e.g.,[20, 30, 32]). In addition, somead hoc
network routing protocolsare hybrids of periodicand on-
demandmechanismge.g.,[12]).



Eachstyle of ad hoc network routing protocol hasad-
vantagesanddisadwantagesin this paper we focuson se-
curingadhocnetwork routingusingperiodic(or proactive)
protocols,andin particular using distancevector routing
protocols.Distancevectorrouting protocolsareeasyto im-
plement,requirerelatively littte memoryor CPU process-
ing capacitycomparedo othertypesof routing protocols,
andarewidely usedin networksof moderatesizewithin the
(wired) Internet[14, 25, 26]. A numberof proposedperi-
odicadhocnetwork routingprotocolsarebasednadapting
the basicdistancevectorrouting protocoldesignfor usein
mobile wirelessad hoc networks, including PRNET [21],
DSDV [31], WRP[28], WIRP[10], andADV [5]. Distance
vectorrouting hasalsobeenusedfor routingwithin a zone
in theZRP hybrid adhocnetwork routing protocol[12].

We presentthe designand evaluationof a new secure
adhocnetwork routingprotocolusingdistancevectorrout-
ing. Ourprotocol,whichwe call the Secue EfficientAd hoc
Distancevectorrouting protocol(SEAD), is robustagainst
multiple uncoordinatedttaclerscreatingincorrectrouting
statein ary othernode,evenin spiteof active attaclersor
compromisednhodesin the network. We basethe design
of SEAD in part on the Destination-Sequenceddistance-
Vectoradhocnetwork routingprotocol(DSDV) [31]. In or-
derto supportuseof SEAD with nodesof limited CPUpro-
cessingcapability andto guardagainstDenial-of-Service
attackdn whichanattaclerattemptgo causeothernodeso
consumeaxcessnetwork bandwidthor processindime, we
useefficient one-wayhashfunctionsanddo not useasym-
metriccryptographimperationsn the protocol

In Section2 of this paperwe summarizehe basicoper
ationof distancevectorrouting,andwe describehe DSDV
adhocnetwork routingprotocolonwhichwebaseourwork.
Section3 presentur assumptiongboutthe network and
nodesinvolved in the ad hoc network. In Section4, we
describepossibleattackson distancevectorrouting proto-
colsandspecificallyon DSDV routing,andin Sectionb, we
presentthe designof SEAD, our ad hoc network distance
vectorrouting protocol that protectsagainstthoseattacks.
Section6 presentghe resultsof a simulation-basedtudy
of the performancef SEAD in adhocnetworks of 50 mo-
bile nodes,comparingits performanceo that of the origi-
nal (insecure)DSDV protocol; we shav the overheadcre-
ated by the security mechanismsand the impact of these
mechanism®n the protocol’s ability to successfullyroute
paclets. In Section7, we discusselatedwork, andfinally,
in Section8, we presentonclusions

2. Distancevector routing and DSDV

A distancevector routing protocol finds shortestpaths
betweemodesin the network througha distributedimple-
mentatiorof theclassicaBellman-Fordalgorithm. As noted
in Sectionl, distancevector protocolsare easyto imple-

mentandareefficientin termsof memoryandCPUprocess-
ing capacityrequiredat eachnode. A popularexampleof
a distancevectorrouting protocolis RIP [14, 26], which s
widely usedin IP networks of moderatesize. Distancevec-
tor routingcanbeusedfor routingwithin anadhocnetwork
by having eachnodein the network actasarouterandpar
ticipatein therouting protocol.

In distancevectorrouting, eachroutermaintainsa rout-
ing tablelisting all possibledestinationsvithin thenetwork.
Eachentry in a nodes routing table containsthe address
(identity) of somedestinationthis nodes shortestknown
distancgusuallyin numberof hops)to thatdestinationand
theaddres®f thisnodesneighborrouterthatis thefirst hop
on this shortestouteto thatdestinationthe distanceo the
destinationris known asthe metricin thattableentry, When
routinga packetto somedestinationthe nodetransmitsthe
paclet to the indicatedneighborrouter, andeachrouterin
turn usesits own routing tableto forwardthe paclket along
its next hoptowardthedestination.

To maintainthe routing tables,eachnode periodically
transmitsaroutingupdateto to eachof its neighborrouters,
containingtheinformationfrom its own routingtable.Each
node usesthis information adwertisedby its neighborsto
updateits own table, so thatits route for eachdestination
usesasanext hopthe neighborthatadwertisedthe smallest
metricin its updatefor that destination;the nodesetsthe
metricin its tableentryfor thatdestinatiorto 1 (hop) more
thanthe metricin thatneighbors update.A commonopti-
mizationto this basicprocedurdo spreadchangedouting
information throughthe network more quickly is the use
of triggered updatesin which a nodetransmitsa new up-
dateaboutsomedestinatiorassoonasthemetricin its table
entryfor thatdestinatiorchangestatherthanwaiting for its
next schedulegeriodicupdateto be sent.

Distancevector routing protocolsare simple, but they
cannotguaranteaot to produceroutingloopsbetweerdif-
ferentnodesfor somedestination. Suchloops are eventu-
ally resohedby the protocolthroughmary roundsof rout-
ing tableupdatesn whatis known as“countingto infinity”
in the metricfor this destinationto reducetime neededor
this resolution,the maximummetric value allowed by the
protocolis typically definedto be relatively small, suchas
15asis usedin RIP [14, 26]. To furtherreducetheseprob-
lems,anumberof extensionssuchassplit horizonandsplit
horizon with poisonedreverse [14, 26], are widely used.
Theseextensionshowever, canstill allow someloops,and
thepossibleproblemghatcancreateroutingloopsaremore
commonin wirelessand mobile networks suchasad hoc
networks, dueto the motion of the nodesandthe possible
changesn wirelesspropagatiorconditions.

The primary improvementfor ad hoc networks madein
DSDV over standardlistancevectorroutingis the addition
of asequencaumberin eachroutingtableentry. Theuseof



this sequenceumberpreventsrouting loopscausedy up-
datesheingappliedout of order;this problemmaybe com-
monover multihopwirelesstransmissionsincetherouting
informationmay spreadalongmary differentpathsthrough
the network. Eachnodemaintainsan evensequenceum-
berthatit includesin eachroutingupdatethatit sendsand
eachentryin anodesroutingtableis taggedwith the most
recentsequencaumbeiit knowsfor thatdestination When
anodedetectsabrokenlink to a neighborthe nodecreates
anew routingupdatefor thatneighborasa destinationyith
an‘infinite” metricandthenext odd sequenca@umberafter
the even sequencaumberin its correspondingouting ta-
ble entry. Whena nodereceivesa routing update for each
destinationin the update,the node prefersthis newly ad-
vertisedrouteif the sequenceumberis greaterthanin the
correspondingentry currentlyin the nodes routing table,
or if thesequenc@umbersareequalandthe nev metricis
lowerthanin the nodes currenttableentryfor thatdestina-
tion; if the sequenceumberin the updateis lessthanthe
currentsequenc&umberin the tableentry, the new update
for thatdestinatioris ignored.

DSDV sendsothperiodicroutingupdatesandtriggered
updates.Theseupdatesmay be eithera “full dump; list-
ing all destinationspr an“incremental’updatelisting only
destinationgor which the route haschangedsincethe last
full dump sentby that node. A nodein DSDV chooses
to sendatriggeredupdatewhenimportantrouting changes
shouldbecommunicate@ssoonaspossiblealthoughthere
aremultiple interpretationsuggestedn the publishedde-
scriptionof DSDV asto which changeshouldcauseatrig-
geredupdate. Oneinterpretatiorsuggestshatthereceiptof
anew metricfor somedestinationshouldcausea triggered
updatewhile thealternative interpretatiorsuggestshatthe
receiptof a new sequenc@umberalsoshouldcauseatrig-
geredupdate. The latter interpretationhasbeenshawvn to
outperformthe former in detailedad hoc network simula-
tions[6, 19] andis referredto asDSDV-SQ (for sequence
number)to distinguishit from theinterpretatiorbasecdnly
on metrics.

3. Assumptions

As a matter of terminologyin this paper we usethe
acrorym “MA C” to refer to the network Medium Access
Control protocol at the link layer, and not to a Message
AuthenticationCodeusedfor authentication.

We assumehatall wirelesdlinks in thenetwork arebidi-
rectional sincethisis necessarfor thedistributedBellman-
Ford algorithmof distancevectorrouting to function cor-
rectly. Specifically if a node A’'s wirelesstransmissions
reachB, thenB’s transmissionsvould reachA. Wireless
links areoftenbidirectional,andmary MAC layersrequire
bidirectionalframeexchangeo avoid collisions[18].

Network physicallayer and MAC layer attacksare be-
yond the scopeof this paper Useof spreadspectrumhas
beenstudiedfor securingthe physicallayer againstjam-
ming [37]. MAC protocolsthat do not employ someform
of carriersensesuchasALOHA andSlottedALOHA [1],
are lessvulnerableto Denial-of-Serviceattacks,although
they generallyusethe channelessefficiently.

We assumehatthewirelessnetwork maydrop,corrupt,
duplicate or reordemaclets.We alsoassumehatthe MAC
layercontainssomelevel of redundang to detectrandomly
corruptedpaclets;however, thismechanisnis notdesigned
to replacecryptographicauthenticatiormechanisms.

The networkdiameterof anadhocnetwork is the maxi-
mum,acrossall pairsof nodesn the network, of thelength
of theoptimalroutebetweerthatpair of nodes.As notedin
Section2, standarddistancevectorrouting protocolslimit
themaximummetricvalue(andthusthemaximumnetwork
diametersupportedy theprotocol). We alsolimit themax-
imum network diametey andwe usem— 1 to denotethis
upperbound,suchthat all routesthat canbe usedby the
routing protocolareof lengthlessthanm hops. Internalto
a nodes routing table, the value m can be usedto denote
the infinity metric in distancevector routing, althoughin
SEAD, entriesin the routing table with an infinite metric
arenotincludedin routingupdatemessagesentby anode.

We assumehatnodesin theadhocnetwork maybere-
sourceconstrained.Thus, in securingour distancevector
ad hoc network routing protocol SEAD, we use efficient
one-wayhashchains[24] ratherthanrelying on expensve
asymmetriccryptographicoperations.Especiallyon CPU-
limited devices, symmetriccryptographicoperationgsuch
asblock ciphersand hashfunctions)are threeto four or-
dersof magnitudefasterthanasymmetricoperationgsuch
asdigital signatures).

A one-way hashchainis built on a one-way hashfunc-
tion. Like anormalhashfunction,a one-way hashfunction,
H, mapsaninput of ary lengthto a fixed-lengthbit string.
Thus,H:{0,1}* — {0, 1}P, wherep is the lengthin bits of
the outputof the hashfunction. The functionH shouldbe
simpleto computeyetmustbecomputationallynfeasiblein
generato invert. A moreformal definitionof one-way hash
functionsis provided by GoldwasserandBellare[11], and
a numberof suchfunctionshave beenproposedjncluding
MD5 [40] andSHA-1[29].

To createaone-wayhashchain,anodechoosesrandom
initial valuex € {0,1}° andcomputeghelist of values
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wherehg = x, andhj = H(hi_1) for 0 < i < n, for some
n. The nodeat initialization generateshe elementsof its
hashchainas shovn above, from “left to right” (in order
of increasingsubscripti) and then over time usescertain
elementof the chainto securéts routing updatesin using



thesevalues,the node progressedrom “right to left” (in
orderof decreasingubscript) within thegenerateahain.

Given an existing authenticatecelementof a one-way
hashchain, it is possibleto verify elementdaterin the se-
guenceof usewithin thechain(furtherto the“left,” orin or-
derof decreasingubscript).For example,givenanauthen-
ticatedh; value, a node can authenticateh;_3 by comput-
ing H(H(H(hi—3))) and verifying that the resultingvalue
equalgh;.

To useone-way hashchainsfor authenticationwe as-
sumesomemechanisnfor anodeto distribute anauthentic
elementsuchash,, from its generatechashchain. A tra-
ditional approachfor this key distribution is for a trusted
entity to sign public-key certificatesfor eachnode; each
nodecanthenuseits public-key to sign new a hashchain
elementfor itself. Hubaux,Buttyén,andéapkunbootstrap
trustrelationshipsrom PGP-like certificateswithout rely-
ing on a trustedpublic key infrastructure[17]. Alterna-
tively, a trustednode can securelydistribute an authenti-
catedhashchain elementusing only symmetric-ley cryp-
tography[16, 36] or non-cryptographi@approachef2].

Sincein SEAD, a nodeuseselementsrom its one-way
hashchainin groupsof m (Section5.2), we assumehata
node generatests hashchain so that n is divisible by m.
When a nodefirst entersthe network, or after a nodehas
usedmostof its available hashchainelementsijt canpick
a new randomx, generatea hew hashchain from this x,
andsendthe new generated, valueto a trustedentity or
analternatve authenticatioranddistribution service asde-
scribedabove.

4. Attacks

Kumar[23] andSmith et al [41] discussattacksagainst
distancevectorrouting protocols.In addition,in prior work
we presentedsome attacksagainstad hoc network rout-
ing protocols[16]. In this section,we summarizerelevant
attacks.

An attacler can attemptto reducethe amountof rout-
ing information availableto othernodes,by failing to ad-
vertisecertainroutesor by destrging or discardingrouting
pacletsor partsof routingpaclets. A nodefailing to adver-
tise a route indicatesits unwillingnessto forward paclets
for thosedestinationsWe do not attemptto defendagainst
thisattack,sincetheattacler couldalsootherwisedropdata
pacletssentto thosedestinationsA nodecandroprouting
pacletsit receves,in which caseit becomedgnorantof
links availableto it andfails to passpotentially improved
knowledgeto its neighbors Thisignoranceattadk haseven
more limited impact than failing to adwertise routesthat
the nodeitself knows. Finally, anintrudercanjam routing
paclets;we will disreggardsuchattacksin this paper since
preventionof suchattacksbeginsatthe physicallayer.

An attacler can modify an adwertisementoy changing
the destinationmetric, or sourceaddresgandhencenext-
hop). For example,an attacler adwertising a zero metric
for all destinationscan causeall nodesaroundit to route
pacletsfor all destinationsowardit ratherthantowardeach
actualdestination Alternatively, anattacler canmodify the
sourceaddres®f theadwertisementthusspreadingnaccu-
ratenext-hopinformation.

An attacler canmountareplayattad by sendinganold
adwertisemento somenode,in anattemptto getthatnode
to updateits routingtablewith staleroutes.

A moresubtletypeof attackis thecreationof awormhole
in thenetwork, usinga pair of attaclernodesA andB linked
via a private network connection. In a wormhole, every
pacletthatA recevesfrom theadhocnetwork, A forwards
throughthe wormholeto B, to thenbe forwardednormally
by B; similarly, B may sendall ad hoc network pacletsto
A. Suchan attackpotentiallydisruptsrouting by shortcir-
cuitingthenormalflow of routing paclets,andtheattaclers
may alsocreatea virtual vertex cut of nodesin the network
thatthey control We describethe wormholeattackandso-
lutions [35] andwe give moredetailson the vertex cut and
otherattaclers[16] elsavhere.

An attacler may be a compromisechode. If so, it will
have accesgo all cryptographickeys of thatcompromised
node,andit may cooperatevith otherattaclersor compro-
misednodes.

5. Securingdistancevector routing
5.1. Basicdesignof SEAD

We basethe designof our secureoutingprotocolSEAD
onthe DSDV-SQversion[6] of the DSDV adhoc network
routing protocol, asdescribedn Section2. In particular
to avoid long-lived routing loopsin SEAD, we usedesti-
nation sequenceiumbers,asin DSDV; we also usethese
destinationsequenc&umbersto provide replay protection
of routingupdatemessages SEAD.

We differ from DSDV in thatwe do not usean average
weightedsettlingtime in sendingtriggeredupdates.To re-
ducethe numberof redundantriggeredupdateseachnode
in DSDV tracks,for eachdestinationthe averagetime be-
tweenwhenthe noderecevesthefirst updatefor somenen
sequencaumberfor thatdestinationandwhenit receves
the bestupdatefor that sequencenumberfor it (with the
minimum metric amongthosereceved with thatsequence
number);when decidingto senda triggeredupdate,each
DSDV nodedelaysary triggeredupdatefor a destination
for this averageweightedsettlingtime, in the hopeof only
needingto sendonetriggeredupdate with the bestmetric,
for thatsequenc@umber

SEAD doesnot usesucha delay in orderto prevent
attacksrom nodeghatmightmaliciouslynotusethedelay:
Sincea nodeselectgthe first routeit receveswith highest



sequencaumberandlowestmetric, anattacler could oth-
erwiseattemptto causemore traffic to be routedthrough
itself, by avoiding the delayin its own triggeredupdates.
Suchanattackcould otherwiseputtheattaclerin aposition
to eavesdropon, modify, or discardothernodes’paclets

In addition, unlike DSDV, when a nodedetectsthat its
next-hoplink to somedestinationis broken,the nodedoes
not incrementthe sequencenumberfor that destinationin
its routingtablewhenit setsthe metricin thatentryto infin-
ity. Sincehighersequencaumbersake priority, thisnodes
routing updatewith this new sequencaumbermustbe au-
thenticatedbut we did notincludeamechanisnfor authen-
ticating theselarger sequencewumbers. Instead,the node
flagsits routing table entry for this destinationto not ac-
ceptary new updatedor this samesequencaumber effec-
tively preventingthe possiblerouting loop and traditional
distancevector“countingto infinity” problem[14, 26] that
couldotherwiseoccurin this case.

5.2. Metric and sequencenumber authenticators

In addition to the differenceshetweenour SEAD pro-
tocol and DSDV-SQ describedin Section5.1, the lower
boundon eachmetric in a routing updatein SEAD is se-
curedthroughauthentication;in addition, the recever of
SEADroutinginformationalsoauthenticatethesendefen-
suresthat the routing information originatesfrom the cor
rect sender). We describethe authenticatiorof the lower
boundon the distancemetricin this sectionandthe neigh-
borauthenticatiorn thefollowing section.Wherea®SDV-
SQ(andDSDV) aresubjecto all of theattackdn Sectiord,
SEAD thusresiststhoseattacks. SEAD is robust against
multiple uncoordinatedttaclerscreatingincorrectrouting
statein ary othernode,evenin spiteof active attaclersor
compromisechodesn thenetwork. A descriptiorof thede-
tailed security propertiesprovided by the completeSEAD
protocolis providedin Section6.1.

Onepossibleapproachthat could be usedfor authenti-
catingrouting updatesn adistancevectorrouting protocol
is for eachnodeto sign eachof its routing updatesusing
asymmetriccryptography However, this approachraises
threedistinctproblemsfor usein anadhocnetwork.

First, anattacler could senda large numberof arbitrary
forgedrouting updateso somevictim node,suchthatthe
victim is forcedto spendall of its CPU resourcesattempt-
ing to verify this streamof updatescreatingan effective
Denial-of-Serviceattack; this attackwould be particularly
easyin mary ad hoc networks, sincead hoc network nodes
tendto have lesspowerful CPUsthanworkstationsn wired
networks. Secondanattaclerwhohascompromise@node
cansendupdateslaimingthatarny othernodeis aneighbor
(metric1), causingothernodego incorrectlydirectpaclkets
for this destinatiomnodetoward the attacler. Finally, even
with no attacler present.the larger signaturesand longer

signaturegenerationand verification times of asymmetric
cryptographywould reducethe resourceghat could oth-

erwise be usedfor running useful applicationsand doing

useful communication;this problemis more severein an

adhocnetwork thanin atraditional(i.e., wired andstation-
ary) network dueto thelimited resource®f nodesandlinks

in an ad hoc network, suchas available bandwidth,CPU

capacityandbatterypower (enegy).

Instead,in securingrouting in SEAD, we useefficient
one-wayhashchaing24]. Thebasicoperatiorof aone-way
hashchainwasdescribedn Section3. Eachnodein SEAD
usesa specificsingle next elementfrom its hashchainin
eachrouting updatethat it sendsaboutitself (metric 0).
Basedon this initial elementthe one-way hashchaincon-
ceptually provides authenticatiorfor the lower bound of
the metricin otherrouting updatedor this destinationithe
authenticatiorprovidesonly a lower boundon the metric,
sinceit doesnot prevent a maliciousnodefrom claiming
the samemetricasthe nodefrom which it heardthis route.
In particular the one-way hashfunction providesthe prop-
erty thatanothemodecanonly increasea metricin arout-
ing update,but cannotdecreaset. Due to the properties
of the one-way hashfunction, givenary valuein the hash
chain, an attacler cannotgenerateary valuein the chain
thatwill beusedby this nodein afutureupdatethatit sends
aboutitself (a valueto the “left” of the givenvaluein the
chain,with smallersubscript).Similarly, for eachentryin
its routing updatedescribinga routeto anotherdestination,
the hashchainof thatdestinationodeallows the metricin
thatentryto beauthenticatety nodesreceving it.

As notedin Section3, we assumethat an upperbound
canbe placedon the diameterof the ad hoc network, and
we usem— 1 to denotethis bound.Thus,within therouting
protocol,all metricsin any routing updatearelessthanm.
The methodusedby SEAD for authenticatingan entry in
arouting updateusesthe sequenc&umberin thatentryto
determinea contiguouggroupof m elementgrom thatdes-
tination nodes hashchain, one elementof which mustbe
usedto authenticatehat routing update. The particularel-
ementfrom this groupof elementghatmustbe usedto au-
thenticatehe entryis determinedy themetricvaluebeing
sentin thatentry Specifically if anodes hashchainis the
sequencef values

h07 h17 h27 h37 (KRS hn

andn is divisible by m, thenfor a sequencenumberi in
somerouting updateentry, letk = & —i. An elementfrom
thegroupof elements

hkm7 hkm+la IERE] hkm+m71

from this hashchainis usedto authenticatehe entry;if the
metric valuefor this entryis j, 0 < j < m, thenthe value
hkmtj hereis usedto authenticatehe routing updateentry

for thatsequenc@umber



Whenanodein SEAD sendsa routingupdate the node
includesonehashvaluewith eachentryin thatupdate.If the
nodelists anentryfor itselfin thatupdatejt set¢headdress
in thatentryto its own nodeaddressthemetricto 0, these-
guencenumberto its own next sequencewumber andthe
hashvalueto the first elementin the groupof its own hash
chainelementscorrespondindo thatsequenceumber In
the examplegiven above for sequenceumberi, the node
setsthe hashvaluein thatentryto its hyy. If the nodelists
anentryfor someotherdestinatiorin thatupdatejt setsthe
addressn thatentryto thatdestinatiornodes addressthe
metricandsequenceumberto the valuesfor thatdestina-
tionin its routingtable,andthe hashvalueto the hashof the
hashvaluereceiedin the routing updateentry from which
it learnedthatrouteto thatdestination

This useof a hashvalue correspondindo the sequence
numberand metric in a routing updateentry preventsary
nodefrom adwertising a route to somedestinationclaim-
ing a greatersequencaumberthanthat destination$ own
currentsequenc@umber dueto the one-way natureof the
hashchain. Likewise, no nodecanadwertisea routebetter
thanthosefor whichit hasrecevedanadwertisementsince
themetricin anexisting routecannotbe decreased.

Nodesreceving ary routing updatecan easily authen-
ticate eachentry in the update,given ary earlier authen-
tic hashelementirom the samehashchain,asdescribedn
Section3. In orderto guardagainsiattacksn whichamali-
ciousupdateclaiming a high sequenc@wuumberattemptsto
force a receving nodeto performa large numberof hash
operationgn orderto authenticatehe update,a receving
nodemaylimit thenumberof hashedt is willing to perform
for eachsuchauthenticationgiscardingupdateghatcannot
beauthenticatedsinceDSDV-SQ(andthusSEAD) spreads
new routing informationacrossthe network, this limit as-
sumesa boundon the numberof routing updatesabouta
destinatiorthatthe receving nodemay have missedbefore
ary authenticupdateis receved. A similar solutionto such
anattackwould be to have eachnodetie its own sequence
numbergenerationto a loosely synchronizecclock value,
thusallowing areceving nodeto determindf aclaimedse-
guencenumberin anupdatecould be authenticheforeper
forming theimplied hashego confirmthatfact.

Whenanoderecevesaroutingupdate for eachentryin
thatupdatethenodecheckgheauthenticatiomnthatentry,
usingthedestinatioraddresssequenc@&umberandmetric
in the received entry; togetherwith the latestprior authen-
tic hashvaluereceivedby this nodefrom thatdestinations
hashchain. Basedon the sequenceaumberand metric in
the received entry andthe sequenceiumberand metric of
thislatestprior authentichashvaluefor thatdestinationthe
nodehasheshehashvaluerecevedin thisentrythecorrect
numberof times, accordingto the descriptionabove asto
whichhashvaluemustbeusedfor ary givensequencaum-

ber and metric, to confirm that the resultingvalue equals
the prior authentichashvalue. If so, the entryis authen-
tic andthe nodeprocessed in the routing algorithmasa
normalreceved routing updateentry; otherwise the node
ignoresthe recevved entry and doesnot modify its routing
tablebasednit.

It may be possiblefor anattacler to modify routing up-
datemessagem transit,andsuchanattaclerwould beable
to prevent certainroutesfrom being adwertised; however,
suchan attacler would also be ableto corrupt the entire
routing update,which is equivalentto a jamming attack.
Theprotocolcanalsobesecureggainsmodificationof the
sourceaddresdor a routing updateand againstwormhole
attacks by useof othermechanismsit the MAC layer, in-
cludingmechanismghatrely only on symmetriccryptogra-
phy[35]. In particulartheseMAC layerapproacheauthen-
ticatethetransmittingsourceof apaclketandensurehatthis
transmittingsources within somedistanceof therecever.

5.3. Neighbor authentication

The sourceof eachrouting updatemessagen SEAD
mustalsobeauthenticatedsinceotherwise anattaclermay
be ableto createroutingloops. Any efficient broadcasau-
thenticationmechanismsuchas TESLA [34], HORS][39],
or TIK [35], canbe usedto authenticatehe neighbor The
drawvbacksof theseapproachesre that they require syn-
chronizedclocks, andthatthey incur eitheran authentica-
tion delayor arelatively high communicatioroverhead.

An alternatie approachthat doesnot requiretime syn-
chronizationis to assumea sharedsecretkey amongeach
pair of nodes,andto usethe respectre key in conjunction
with a MessageAuthenticationCode. The senderwould
include one MessageAuthenticationCodefor eachneigh-
bor with eachrouting update. Since SEAD includesperi-
odic neighborsensingfunctionality, eachnodeknows the
setof neighborsfor which it needsto authenticateouting
updatesin particular eachnodetrustsary zero-metricup-
datewith avalid authenticatorif a nodehasrecevedsuch
anupdatefrom anothemodefor arecentsequencaeumber
it considerghat nodea neighborandcomputesa Message
AuthenticationCodefor it in subsequentipdates.

Whentwo nodesfirst becomeneighborspneof thetwo
nodeswill transmita routing updatefirst. Thatupdatewill
causethe receving nodeto detectthe new neighbor As a
resultof hearingthis update the receving nodewill senda
triggeredrouting update allowing the othernodeto detect
thenew neighbor

6. Evaluation
6.1. Security analysis

Securingadistancevectorprotocolseemgundamentally
harderthansecurindink-stateor on-demangbrotocolssuch
asDSR[20]. Sincedistancevectorprotocolscompresghe



Table 1: Parameters for SEAD performance study

Scenario Parameters
Number of Nodes 50

Maximum Velocity (Vmax) 20 m/s
Dimensions of Space 1500m x 300m
Nominal Radio Range 250m

Source-Destination Pairs 20
Source Data Rate (each) 4 packets/second
Application Data Payload Size 512 bytes/packet
Total Application Data Load 327 kbps
Raw Physical Link Bandwidth 2 Mbps

routeinformationinto ahopcountvalueandanext hop,it is

challengingo verify thecorrectnessf thehopcountvalue.
In this section,we discusssomeof the securityproperties
of the SEAD protocol.

Using SEAD, givenan adwertisemenfor a routewith a
metric of h hopsanda sequenceumberof s, a malicious
nodecangeneratadwertisement$or h-hopor longerroutes
with sequenc@umbers, or for arbitrary-lengthrouteswith
sequencaumberessthans. Specifically amaliciousnode
cannotgeneratean adwertisementwith sequencenumber
greatetthans, nor canit generat@anadwertisementvith se-
guencenumbers andmetriclessthanh. A maliciousnode
cangeneratanadwertisemenfor distanceh becausédt can
simply resendthe sameone-way hashchainelementit re-
ceivedfrom the previousnode;a legitimatenodewould ad-
vertiseadistanceof h+ 1 andgenerateheauthenticatofor
it by hashingtherecevedauthenticatar

An attacler that has not compromisedary node (and
hencedoesnotpossesary cryptographidkeysfromanode),
cannotsuccessfullysendary routingmessagesinceanun-
compromisecheighbomodewill rejectthemessagedueto
thefailed neighborauthentication A repeateicanfunction
asa one-nodewormhole;this is not addressedby SEAD,
thoughTIK [35] canpreventthis attack.

A collectionof a numberof attaclersthathave compro-
misedone or more nodescan only redirectthe path from
a sourceto a destinationthroughone or more attaclersif
thelengthof the best(minimum metric) attacler-freeroute
for whichthesourcerecevesanadwertisements atleastas
large asthe numberof nodesbetweenthe destinationand
thefirst attacler, plusthe numberof nodeshetweerthelast
attaclerandthedestination.

If eachnode using SEAD (including attaclers) keeps
routingtableswherethe next-hop for a givendestinationis
setto theauthenticatedourceaddres®f thefirst adwertise-
mentrecevved by thatnodecontainingthe minimummetric
for the greatessequenceaumber thenthe next-hop point-
ersin all nodes’routingtableswill describearoutebackto
thedestination.

With SEAD, no routingloop is possible unlesstheloop
containsone or more attaclers. Furthermore,no loop is

SEAD Parameters

Periodic Route Update Interval 15 seconds
Periodic Updates Missed before 3
Link is Declared Broken
Maximum Packets Buffered per
Node per Destination
Hash Length (p)

5

80 bits

possibleunlessno non-attackr node on the loop hasre-
ceivedabetteradwertisementin termsof sequenca@umber
andmetric) for this destinatiorthanthe bestadwertisement
recevedby someattacler ontheloop.

If acollectionof attaclersform avertex cutbetweertwo
groupsof nodesin the network [16], the attaclerscanarbi-
trarily controltheroutesbetweerarny nodein onegroupand
anodein theothergroup. Sincein avertex cut, ary packet
betweensuchnodesmust physically passthrougha node
on the vertex cut, no routing protocol can eliminate such
attacks.

6.2. Simulation evaluation methodology

To evaluate the performanceimpact of our security
approachin SEAD without attaclers, we modified the
DSDV-SQ implementationin our extensionsto ns-2 [6].
Specifically weincreasedhe sizeof eachroutingupdateto
representhe authenticatiorhashvaluein eachtableentry.
We alsoremovedthesettlingtime andthe sequencaumber
changesasdescribedn Section5.1.

We chosethe ns-2 simulator for this study becausat
realisticallymodelsarbitrarynodemobility aswell asphys-
ical radio propagationeffects suchas signal strength,in-
terference captureeffect, and wirelesspropagationrdelay
Our propagationmodel is basedon the two-ray ground
reflectionmodel[38]. The simulatoralsoincludesan ac-
curatemodelof the IEEE 802.11Distributed Coordination
Function(DCF) wirelessMAC protocol[18].

In oursimulationsnodesmovedaccordingo therandom
waypointmobility model[20]. Eachnodeis initially placed
atarandomlocationandpausedor a periodof time called
thepausdime it thenchoosesnew locationatrandomand
movestherewith avelocity randomlychoseruniformly be-
tweenO andthe maximumspeedvna. Whenit arrives, it
repeatgheproces®f pausingandthenselectinganew des-
tinationto which to move. The datacommunicatiorpattern
in our studyuses20 source-destinatiopairs,eachsending
a ConstantBit Rate(CBR) flow of 4 datapacletsper sec-
ond. Eachdatapacletis 512 bytesin size. Table 1 details
theparametersisedin our simulations.
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Figure 1: SEAD performance evaluation results (average over 65 runs)

We evaluatedSEAD by comparingit to DSDV-SQ, as
describedn Section2. We measurecperformancealong
four metrics:

e Packet Delivery Ratio: The total over all nodesof
the numberof application-l&el pacletsreceved, di-
videdby thetotal numberof application-leel paclets
originated

e ByteOverhead:Thetotal overall hopsof thenumber
of overheadytestransmitted.

e Padket Overhead:Thetotal overall hopsof thenum-
berof overheadpacletstransmitted.

e MedianLatency:Themedianpacletdeliverylateng,
wherelateng is calculatedas the elapsedtiime be-
tweenthe applicationlayer passinga paclet to the
routing layer and that paclet first being recevved at
thedestination.

6.3. Simulation results

Theresultsof ourperformancetudyof SEADareshavn
in Figurel asafunction of pausetime in the randomway-
point mobility model. Eachfigure representshe average
over 65 randomlygenerateduns at eachpausetime, and
the error barsshav the 95% confidencantervals; the runs
usedfor SEAD andthosefor DSDV-SQwereidentical. On
theright sideof eachgraph(pausdime 900),thenodesare
stationaryandontheleft sideof eachgraph(pausdime 0),
thenodesareall in continuougmotion.

The paclet delivery ratiosfor SEAD andDSDV-SQare
shown in Figure1(a), andthe medianlateng of delivered
application-leel pacletsfor thesesimulationsis shovn in
Figure1(b). Surprisingly SEAD consistentlyoutperforms
DSDV-SQin termsof paclet deliveryratio. By notusinga
weightedsettlingtime delayin sendingrriggeredupdatesn
SEAD,thenumberof routingadwertisementsentby SEAD



generallyincreaseselatveto DSDV-SQ, allowing nodego
have moreup-to-dateroutingtables.

However, SEAD also increaseoverhead,both due to
this increasechumberof routing adwertisementsand due
to the increasein size of eachadwertisemenfrom the ad-
dition of the hashvalue on eachentry for authentication.
This increasedverheads shovn in Figuresl(c) and1(d),
whichshowv thenumberof routingoverheadacketsandthe
numberof routing overheadbytes,respectiely, causedoy
the two protocolsin thesesamesimulations. The vertical
scalein Figure1(c) is magnifiedto showv the differencebe-
tweenthetwo protocols;the verticalscalehererangesonly
betweerd0and46.

The increasedverheadn SEAD causesomeconges-
tion in the network in thesesimulations,as shavn in the
lateng resultsin Figurel(b). At all pausdimes,SEAD ex-
hibits higherlateny than DSDV-SQ, dueto the decreased
available network capacityfrom the increasedverheadn
SEAD.Therisein lateng athigherpausdimesis dueto the
nonuniformdistribution of nodesin spacecauseddy node
motionin therandomwaypointmodel. Althoughtheinitial
nodelocationsandthe locationsto which eachnodemoves
during the run are uniformally chosenover the space the
straightline path of a nodefrom onelocationto the next
tendsto distribute nodeson averagecloserto the center
of the space;at higher pausetimes, nodesspendmost (or
all) of thetime in theirinitial uniformally distributedloca-
tions. For exampleoverthe 65 simulationruns,the average
route lengthusedby SEAD at pausetime 900 was about
28%longerthanatpausdime 0 (for DSDV-SQ,theaverage
routelengthat pausetime 900 was about33% longerthan
atpausdime 0). Thisincreasedoutelength,togethemwith
SEAD's increasedverhead createdadditionalcongestion
athigherpausedimesin the simulations.

7. Relatedwork

Kumar [23] discussesattacksagainstdistancevector
routing protocols, and describesmechanismsto secure
themusingMessageéiuthenticationCodes Althoughthese
mechanismensureaheintegrity of routerto-routercommu-
nications they do not withstandnodecompromise In par
ticular, they do not securethe metricin eachrouting table
entry, andthusa compromisedoutercould claim routesof
ary lengthto any destination.

Smith et al [41] discussattacksagainstdistancevector
routingprotocolsandpresentountermeasurglatprovide
security However, their techniqguesdo not apply well in
an ad hoc network sincethey requireknowledgeof which
links arepossible whereasn an ad hoc network, ary pair
of nodescouldbewithin rangeandform alink.

Zapatd43] proposesecurityextensiongo AODV, using
anew one-way hashchainfor eachRouteDiscoveryto se-
cure the metric field in an RREQ paclet. Our protocol

usesa single hashchainfor a nodes routing information
and can thereforeauthenticatesequencenumberinforma-
tion, andalsominimizestheoverheadf authenticatinghew
hashchains.

A numberof securityprotocolshave beendesignedor
RIPv2[2, 26]. Theseprotocolsprotectthe integrity of the
paclet from modification, but they do not preventa node
from adwertisinga routethatdoesnot actuallyexist.

SeveralresearcherBave proposedheuseof asymmetric
cryptagraphyto securebothwired andadhocnetwork rout-
ing protocols[9, 22, 33, 43, 44]. However, whenthe nodes
in anad hoc network are unableto verify asymmetricsig-
naturegjuickly enoughtheseprotocolsmaynotbesuitable
andmay createDenial-of-ServicgDoS) attacksthesepro-
tocolsalsogenerallyrequiremorenetwork bandwidththan
doesSEAD with its hashvalues.

Cheund7] andHauseretal [13] describesymmetric-ky
approache® theauthenticatiomf updatesn link statepro-
tocols, but neitherwork discusseshe mechanismgor de-
tectingthe statusof theselinks. In wired networks,a com-
montechniquedor authenticatinddELLO pacletsis to ver
ify thatthe theincomingnetwork interfaceis the expected
interfaceandthatthelP TTL of thepacletis 255. In awire-
lessnetwork, this techniquecannotbe used.Heffernan[15]
andBasagnkietal [3] usesharedckeysto secureoutingcom-
munication,which is vulnerableto somesingle-nodecom-
promises.Perriget al [36] usesymmetricprimitivesto se-
cureroutingonly betweemodesanda trustedbasestation.

As mentionedin Section3, someresearcherfiave ex-
ploredthe establishmenof trustrelationshipsandauthenti-
catedkeysin adhocnetworks[16, 17, 36, 42].

Marti et al [27] considerthe problem of detectingin-
termediatenodesthat do not forward paclets. However,
their schemas limited to certaintypesof network Medium
AccessControl layersandmaytrigger falsealarmsin con-
gestechetworks.

In otherwork, we have designeda secureon-demand
routing protocolfor ad hoc networks, called Ariadne[16].
Themechanismsve usedfor securityin Ariadneareend-to-
endin nature wherea®ourapproachherefor SEAD operates
onahop-by-hopbasisdueto thebasicoperatiorof distance
vectorrouting. Furthermoreunlike Ariadne thetechniques
presentechere do not rely on a MessageAuthentication
Codeto authenticateaouting table entries,but insteaddi-
rectly useelementdrom a one-way hashchainto provide
authenticatiorior boththe sequencaumberandthe metric
in eachentry.

8. Conclusionsand futur e work

In this paper we have presentedhe designandevalua-
tion of SEAD,anew secureadhocnetwork routingprotocol
usingdistancevectorrouting. Many previousroutingproto-
colsfor ad hoc networks have beenbasedon distancevec-



tor approachesge.g.,[5, 10, 12, 21, 28, 31]), but they have

generallyassumedh trustedervironment. Instead,in de-
signing SEAD, we carefully fit inexpensve cryptographic
primitivesto eachpartof theprotocolfunctionalityto create
an efficient, practicalprotocolthatis robust againstmulti-

ple uncoordinatettaclerscreatingincorrectrouting state
in ary othernode,evenin spiteof active attaclersor com-
promisednodesin the network. Togetherwith existing ap-
proachesfor securingthe physical layer and MAC layer
within the network protocolstack,the SEAD protocolpro-
vides a foundationfor the secureoperationof an ad hoc
network.

We basehedesignof SEADin partontheDSDV adhoc
network routing protocol [31], andin particular on the
DSDV-SQ versionof the protocol, which hasbeenshawn
to outperformother DSDV versionsin previous detailed
ad hoc network simulations[6, 19]. For security we use
efficient one-way hashfunctionsanddo not useasymmet-
ric cryptographicprimitives. ConsequentlySEAD is ef-
ficient and can be usedin networks of computation-and
bandwidth-constrainedodes.SEAD actuallyoutperforms
DSDV-SQin termsof pacletdeliveryratio, althoughit does
createmore overheadin the network, both due to an in-
creasedhumberof routingadwertisement# sendsanddue
to theincreasdn sizeof eachadwertisementlueto the ad-
dition of the hashvalueon eachentryfor authentication.

In future work, we planto alsoconsidermechanismso
detectandexposenodeshatadertiseroutesbut do notfor-
ward paclets,andto memge this work with our otherwork
in securingon-demandouting protocolsto createa secure
protocolbasedon ZRP [12]. We are alsoconsideringthe
possibility of extendingDSDV to behave lik e a path-vector
routingprotocol,allowing thesourceaddres®f eachadver-
tisemento be morereadily authenticated.
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